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Speaker Introduction

B.S. ISY, M.S. CS - VCU

VCU Network Engineer for 5 years

CISSP, former Cisco CCIE in R/S

FTEMS, ISSA, ISACA, TALR, VA SCAN lecturer
Penetration testing for 11 years

Formed Syrinx Technologies in 2007

Published author with 25 years in I.T.
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= In many organizations security is seen as a
nuisance - a “must do” but not a “must have.”

= Despite everything we know about securing
systems and applications, there are new data
breaches announced every week.

= Organizations of every size and complexity are
affected, including the government, military,
commercial, R&D, banking and education.
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= Most of the breaches are caused by issues that
would never have existed if available best
practice rules had been followed.

= Hacking has become commercialized.

= Exploit “frameworks” lower the bar in regards
to knowledge required to compromise systemes.
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Vulnerability Assessmet
Penetration Testing

Social Engineerin

Wardialing/
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= Vulnerability Assessmer

» “jigeling the handle”

= Often required fc

» Sometimes cao
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=@ Penetration Testing

External vs. internal

Goal is to simulate a real attac

How do thosc

How do you ~
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= Social Engineering

= Three easy words: Hacki

= Easy to talk abou ex emely di

s Policies and e
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= Wardialing/Wardriving

» Wardialing - dialing phone
modems

» Wardriving - scani
* Includes 802
* Legal to scan

* Includes warw
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Security Tes
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= Why should we test?

= FERPA, PCI, HIPAA, SC

Internal Audit requirements

Baseline the securi

Mergers & acqt

Natural comple
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@ Why should we NOT test?

» [f you consider security a

= [f you really w |
someone write
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= Why don’t we test?

= Our employees don’t knoy

We already know what's brok

We don’t have ar

If you tell us w.

We haven’t fixed

10/9/2012
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= In-house or outsource?

= The first question you have to answer is, “Do I have the
staff with the relevant skills/tools/time?”

* You might not have a choice due to auditing standards.

= A good compromise is to perform internal self-tests
followed by a review from a 3™ party.

= Knowing something about the process makes you a better
consumer.
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= So, having said all that, what have we learned
about data breaches?

10/9/2012

They happen to organizations of all sizes and
complexity.

Many of them can be prevented using best practice
methods.

Many can be categorized as “low hanging fruit.”

The larger your organization, the more LHF.

The Low Hanging Fruit of Penetration Testing
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= The Low Hanging Fruit Top Ten (1-5)

1. Bad password management
2. Default security controls

3. Incorrect permissions on files, directories,
databases, etc.

4. Missing OS and application patches

5. SQL Injection, XSS, cookie, state and URL
issues on web sites
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= The Low Hanging Fruit Top Ten (6-10)

6.

7.

10.

10/9/2012

Lack of security awareness
Access to internal systems from the Internet
Insecure wireless access points/modems

Lack of encryption (laptops, sensitive data &
emails)

Weak physical security

The Low Hanging Fruit of Penetration Testing
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= #1 - Bad password management

Connecting,. Please Wait
Connection Established to 18.88.53.121
>

» ipeconfig ~all

F
Windows NI IP ConfigurationF
F

Host Name I diguana
DNS Servers : 18.88.49_252

18.88.49.117
Mode Type : Broadcast/F
MetBIOS Scope ID - F
IP Routing Enabhled
WINS Proxy Enahbled
NetBIOS Resolution Uses
Ethernet adapter uvnxnetl:F

Description : UMvare fAccelerated AMD PCNet AdapterF
Physical Address. . . . . . = 88-58-56-83-BC-FFF

: MoF
IP Address. . . . . . . . . = 18.88.53.121F

Subnet Mask
Default Gatewa

Logon
Server

10.80.53.121

Uzer Mame
33

Password
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= #2 - Default security controls

e 1root -n ch 172 30 52 & Ol X
AOOLEP) SIS N s 8 e X

c+ Command Prompt - mysql -u

:\Tools\P4\Databhases\MySQL\bin>mysql —u root —-p -h 172.38.52.5
Enter password:

Jelcome to the MySQL monitor. Commands end with ; or \g.

our MySQL connection id is 2741 to server version: 4.8.25-standard-log

ype 'help;’ or ’\h’ for help. Type ’\c’ to clear the buffer.
ysgl> show databases;

rouws 1in set (B.088 sec

ysgql>
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= #2 - Default security controls

hp LaserJet 9050 on 10.10.2.15:9100

D

local Printer: _

= =3
& Praeda & PIL

B Hietter.exe : E; PermStore
B Printer Job ... | (& PostScript
B Printer Test ...

B jetpwn.pl

B notes. tt

B pil-shell.pl

% webjetadmi...

Location: DISK
Size: 2080768
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= #3 - Incorrect pe

B pav Explorer
File Edit Versioning Access Control View Help

[ DAY Ex lorer

index.html
tomcat-power.gif
tomcat.gif

index.html
tomcat-power.gif
tomcat.gif

textrhtml
imageigif
image/fgif

A=ks)

Last Modified
Frimay 16 02:32:17 EDT 2008
FrimMay 16 02:32:17 EDT 2008
Frimay 16 02:32:17 EDT 2008
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= #4 - Missing OS and application patches

= Metasploit Framework - O] =

10/9/2012 The Low Hanging Fruit of Penetration Testing
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= #b5 - Cross Site

/- JBoss JMX Management Console - Windows Internet Explorer

w - |“._ htkps: i

File Edit Wiew Fawvorites Tools  Help

* 'ﬁ O JEoss Iy Management Console - ﬁ

S &[]

o . .
o 'Boss JMX Agent View

ObjectMame Filter (e.g. "Jboss:*", "*:service=invoker,*") :|%20%20\/%, |

Windows Internet Explorer |X|

i' h Syrin Rulez
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= #6 - Social Engineering

This is what you can access by pretending to be the “Verizon guy.”
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= #7 - Access to internal systems from t

Internet Control Module v3.1

& Power On
® Llarm

® Pre-2larm
® Trouble

® Supervisory

® Silence

System Status

SYSTEM STATUS NORMAL 09:21 PM 0Z2-01-12

.......................

SCROLL

b
Protection Systems

About l

10/9/2012
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= #8 - Insecure wireless access points/modems

Shell - Konsole <4=

[08:80:01] Tested 809 keys (got 101801 IVs)

byte{vote]

740147968 ) E0(1165224) DA(113664) 36(112896) CRI(111872)
3C(110080) 2B(109568) FDI109568) FF(109568) &3(109312)
5C(146432) BB(115456) D4(113408) BE(113152) &3(111872)
02(108800) 4A(108288) 5D(108288) 72(108288) B8C(108032)
BE(11/992) 53(114176) B8C(113920) 8F(111872) 4D(111360)

B
4]
1
2
3
4

KEY FOUND! [ 74:73:75:6E:61:60:69:30:31:32:33:34:35 ] (ASCIT: tsunamifl2345

Decrypted correctly: 100%
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#8 - Insecure wireless access pomts /modems

‘N\\’

aﬁmﬁ'*f .

\", .

| X »
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. :Exchange Server Only
crnet =top

ccnet =top

c'net =top

net =tap "Hl.ID:th

InfnlmﬂfilullijlH

Fed
[

-
=

[,
g g g g g

(00 (0 (o (o
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Management" ~v

;:net =top "Micro=soft
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I'[I I_I I:I ]

- rshutdown = Af sm “wwdo <t 0 A "Precompact”
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= The real magic occurs when you get creative

= Access the Registry via a blank SA password and run the
reg query command to display the VINC password

@ Use the 0sql command to turn on Telnet and remotely access
the server

@ Use the osgl command to turn on xp_cmdshell
= Watch keystrokes remotely via X-Windows with xspy

= Download and compile a password cracking program and
then run it to crack the machine’s passwords

@ Spoof a wireless access point and execute a MITM attack

10/9/2012 The Low Hanging Fruit of Penetration Testing 34
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= Port Scanners

Nmap
Nessus
SuperScan 3,4

RAPS (Remote
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RAPS Output:

192.168.0.187 Port 5900 - VNC, Version
192.168.0.187 Port 5900 - VNC, NO LO
192.168.0.9 Port 3389 - Terminal Server
192.168.10.57 Port 5631 - pcAnywhere, Host:
192.168.10.56 Port 1720 - NetM °
10.2.0.139 Port 1494 - Citrix Ser

10.2.1.20 Port 6000 - X Se

10.2.1.21 Port 6000 - X Ser

10/9/2012
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= [PSec Configuration

= [PSecScan
o Jdentify open IPSec endpoints

= JKE-Scan
o Display configt

o With “aggressive
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IKE-Scan Output:

192.168.1.254 Aggressive Mode Handshake

HDR=(CKY-R=509cab6bcabbcc3a)

SA=(Enc=DES Hash=MD5 Group=1:modp768 Auth=PSK LifeType=Seconds )
VID=12£5{2887{768a9702d9fe274cc0100

VID=afcad713a12d96b8696£c77570100
VID=a55b0176cabacc3a52207fea2babaa9

VID=0900299bcfd6b712 (XAUTH)

KeyExchange(128 bytes)

ID(Type=ID_IPV4_ADDR, Value=192.168.1.254)

Nonce(20 bytes)

Hash(20 bytes)

What 3 items are not best practice?

10/9/2012 The Low Hanging Fruit of Penetration Testing
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= Web Applications

= Proxies
o Burp Suite
o Paros
= Scanners
o Acunetix
= Nikto
o Nessus
o HP WeblInspec
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= SSL Cipher Strength

= SSLDigger

» THCSSL.Check

= OpenSSL



SSLDigger Output:
192.168.1.1:

EXP-RC2-CBC-MDS5 - (40)
EXP-RC4-MD5 - (40)
EXP1024-DES-CBC-SHA - (56)
EXP1024-RC4-SHA - (56)
DES-CBC-SHA - (56)

(X) - Number of bits of enc

This tool i
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m Dial-In

= PhoneSweep

o Commercial “wardialer” - cz
and perform dictionary-based

m Wireless
= 802.11
o Aircrack-ng
o Kismet

= Bluetooth
o Bluesnarf
0 BlueAudith
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Dell Remote Access Controller 5 - Windows Internet Explorer

s | @ Dell Remote Access Controller 5

Dell Remote Access Controller 5

D&LL

10.23.1.210

Login

Type in Username and Password, and then click OK.

Username:

Password:

7~

DRAC 5: Logging In/Logging Out - Windows Internet Explorer

Logging In
E4 NOTE: To log in as a DRAC 5 user, you must have Log In to DRAC S permission.

You can log in as either a DRAC 5 user or as an Active Directory user. To log in, perform
the following

- name>, or
user>@<domain>. This
field is case sensitive.

In the Password field, enter your DRAC 5 user password or Active Directory user
password. This field is case sensitive. You can also use the <Tab> key to navigate
to this field.

Click OK or press <Enter=.

Logging Out

Click Log Out in the upper-right corner of the main window.

E4 NOTE: The Log Out button does not appear until you log in.
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A AES

@Back - x‘} ;‘,J ,

Address | @] https:f172.16.60.26 v BJco Lnks >

[

invent

Integrated Lights-Out 2
HP Integrity

Microsoft Internet Explorer

Only default users are configured.
Use one of the following userfpassword pairs to login:

AdminfAdmin
Oper/Oper

Passwiord:

This is a private system. Do not attempt to login unless you are an authorized user.
Any authorized or unauthorized access and use may be monitored and can result in
criminal or civil prosecution under applicable law.

@ Copyright Hewlett-Packard Company 1999-2010. All Rights Resenved.
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Rule #1 in Sec

Ease of

Secure
Use
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= Data breaches affect your organization's
reputation and can cost you significant money.

= Software is becoming more complex while
attacker tools are becoming easier to use.

= The majority of data breaches can be prevented
by following simple, best practice rules to
eliminate low hanging fruit.
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