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Files Access Policy For Cadet & Alumni Records
1. Access to cadet and alumni records is governed by the following statutes:
a. Family Educational Rights and Privacy Act (Buckley Amendment)
20 USCS 1232g (FERPA)
b. Virginia Privacy Protection Act (VA Code §§ 2.1-377 et seq.)
c. Virginia Freedom of Information (FOI) Act (VA Code §§ 2.1-340 et seq.)
2. For purposes of this policy, files will be categorized as follows:
a. Current Cadet Scholastic Files (Registrar’s Office – Shell Hall)
b. Files of Alumni (Registrar’s Office File Room, Shell Hall, VMI Archives)
(1) Public information (undergraduate and post graduates)
(2) Private information, post graduate
(3) Cadet file
3. Current Cadet Scholastic Files
a. These files are covered by FERPA (and Virginia Privacy Act), but exempt from FOI.
b. Access under FERPA can be allowed as long as basic provisions of Privacy Act are also
met (i.e., required procedures are in effect – see § 2.1-380, especially 1985 supplement,
attached).
c. Under all circumstances a written specific release from the cadet of record will permit
access.
d. Absent written release, and given that Privacy Act procedures are in effect, FERPA will
allow the following:
(1) Directory information as defined in FERPA may be released. See later discussion of
directory information. (See VMI Catalogue)
(2) School officials, to include faculty members, may have access to cadet files to obtain
information beyond directory information where they have a legitimate educational
interest. Curiosity is not a legitimate educational interest.
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(3) Records of cadet disciplinary proceedings are protected by FERPA, with the
following exception (20 U.S.C. § 1232g(b)(6), 8 Nov. 90):
"This legislation permits institutions of higher education to disclose to the
alleged victim of a violent crime, the results of any disciplinary
proceeding conducted against the alleged perpetrator of the crime. The
Committee notes that this language does not require institutions to
provide such information. This legislation only removes the prohibition
against providing such information."
H.R. REP. NO. 518, 101st. Cong., 2nd Sess. (Westlaw page 19) (1990).
e. "School officials" are defined as:
(1) faculty,
(2) members of the VMI staff (e.g., Commandant, Communications & Marketing, etc.,
including clerical personnel acting as agent for staff members. Excludes non-clerical
personnel (e.g., B & G workers) unless they can show a specific educational
interest),
(3) members of the ROTC staffs acting in discharge of their official duties,
(4) cadets acting in an official capacity, to include members of the Honor Court who are
conducting an Honor Court investigation. Honor Court members must specify
precisely what documents they need and will be given copies of only such
documents. They will not be allowed general access to a cadet file.
f. No information obtained by such officials may be released to any third party.
g. At the discretion of the Institute, VMI may release selected information to outside contracted
agencies such as Aramark, Barnes and Noble Bookstore, National Student Clearinghouse,
VMI Alumni Agencies, VMI Foundation and other affiliated agencies. This information
pertains only to data considered to be needed to support contracted obligations as designated
under the legitimate educational interest guideline.

h. Non-school officials who are permitted access to a file through presentation of a written
release must prepare and sign a statement explaining the need for information sought.
The statement will become part of the cadet's record.
i. Legitimate educational interest cannot be precisely defined in advance for every case.
Generally such interest will be limited to need for research on grades, conduct matters,
biographical information, prior awards and background needed for counseling purposes.
Policy will be to take a narrow view of what constitutes a legitimate interest. Questions
are to be referred to the Chief of Staff for resolution.
4.

Files of Alumni (Registrar’s Office File Room, Shell Hall)
a. Parts of these files are not covered by FERPA, but are covered by the Privacy Act. Some
portions are exempt from FOI.
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b. Files of alumni are kept in the Registrar’s Office File Room, Shell Hall (for alumni for
the most recent twenty years). When files are accessed, they will be divided into two
parts: public domain information (e.g., press clippings), and undergraduate scholastic
records combined with post graduate private records. This latter category should divide
itself naturally and chronologically into undergraduate and post graduate subsections.
This is of importance, as statute coverage varies according to whether information is
scholastic or not.
c. Public domain information is not covered by FERPA, is not covered by the Privacy Act,
and is available under FOI.
(1) Press clippings, excerpts from Bomb, Cadet or other items of public record, are
releasable to any inquirer, without prior consent of cadet or alumnus involved. This
policy applies also to public domain information which may exist in current cadet
files.
(2) Since this information has public information value to VMI, such items will continue
to be maintained in the VMI files in accordance with the VMI’s published Records
Retention policy. Requestors may have access to that portion of an individual's file
or copies of desired information will be made for retention by the requestor.
d. Undergraduate scholastic records are covered by FERPA (and the Privacy Act) and
exempt from FOI. These records are identical, under the law, to current cadet records.
Access rules would therefore be the same as those outlined for current cadet records.
This portion of the Shell Hall file for a deceased alumnus still requires the same level of
prior consent from immediate family before access is granted. If no family can be
contacted after reasonable effort, requests for access should be directed to the Chief of
Staff.
e. Private post graduate information (to be filed together with alumni undergraduate
records), is not covered by FERPA, but is covered by the Privacy Act.
(1) Some items are exempt from FOI (e.g. scholastic and personnel records, letters of
recommendation having to do with schooling, employment or honors).
(2) Privacy Act considerations are governing. Access will be granted only to VMI
officials who are acting in their official capacity and who can demonstrate a
necessity for access. The previously discussed FERPA term "legitimate educational
interest" will serve as a general test to prove necessity.
(3) The accessing official may release information to other agencies only as permitted in
Article 2.1-380.5 of the Privacy Act.
(3) For items which may be present in the file which are not exempt under the Freedom
of Information Act (see examples of exempt items above), an inquirer who
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challenges access denial under Freedom of Information should be referred to the
Chief of Staff or the Dean for resolution of the matter.
(5) If an item is placed in a post-graduate file by a VMI-related organization (e.g., VMI
Foundation, Alumni Association, Keydet Club) and the organization did not keep a
copy of the item and later needs a copy, they may have access to that specific item.
5.

Files of Alumni (VMI Archives, Preston Library)
a. VMI is committed to preserving its records of enduring historical significance, and
recognizes that the historical cadet permanent records housed in the VMI Archives
comprise an important research collection for genealogists and historians. The policy
regarding access to archival files is outlined below.
b. Historical Research Files – The cadet record is defined as historical if the individual
referenced in the record is deceased and 80 or more years have passed since attendance
at the Institute. Information from these historical records can be released upon request to
the VMI Archives.
c. All Other Alumni Files
(1)

(2)

(3)

6.

In the absence of documentation to the contrary (e.g., obituary, letter from
immediate family member, Alumni Association record), the alumnus is presumed
to be living until the 80 year benchmark referenced above has been reached.
Files of living alumni are closed, as governed by FERPA and privacy legislation,
with the following exceptions:
a.
The alumnus may have complete access to his/her own file.
b.
File access may be granted to a third party if the alumnus has provided the
Archives with a written waiver granting access.
c.
Public domain and directory information can be released without
obtaining permission of the alumnus.
Archival records of deceased alumni which do not meet the 80 year
benchmark for historical designation may be released at the discretion of the Head
of Archives and Records Management, with due consideration given to
the privacy of living family members and other institutional interests.

Directory Information
a. Directory information, under FERPA, includes the following information relating to a
student: name, address, telephone number, date and place of birth, major field of study,
participation in officially recognized activities and sports, weight and height of members
of athletic teams, dates of attendance, degrees and awards received, most recent previous
educational agency or institution attended, photographs, and other similar information.
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b. Directory information for either a current or former student is releasable under FERPA.
In the case of a current student, it is releasable automatically unless the student
specifically directed it not be released. At VMI, cadets must file such a directive before
the end of the first week of the fall semester each year. In the case of a former student,
FERPA allows release of directory information in all circumstances. At VMI, if a cadet
files a "do not release" directive as a first classman, such directive would remain in effect
beyond graduation until lifted by the former cadet.
c. The combination of directory information, public domain information, the VMI Bomb,
and the VMI Cadet should satisfy the vast majority of information needs from the VMI
Foundation, the Alumni Association or the Keydet Club for development or publication
purposes. Where information outside this spectrum is requested, written consent will be
required. Major areas not available without specific release include grades, disciplinary
records, letters of recommendation and personal correspondence.
d. The Privacy Act does not automatically allow release of directory information. However,
the Institute recognizes the necessity for development activities, alumni publications, and
other traditional roles of the independent corporations comprising the alumni agencies.
The Institute will release directory information to the alumni agencies within the
procedural restrictions placed on such release by the Privacy Act, especially Article
2.1-380.5. The Registrar’s Office is the designated file custodian, and will develop those
detailed forms and procedures mandated by FERPA, the Privacy Act and Freedom of
Information Act to implement this policy.
e. POLICY PERTAINING TO EXTERNAL OR COMMERCIAL REQUESTS: VMI
reserves the right to deny requests from external companies using the information for
commercial gain. All requests external to the Institute will be charged at the appropriate
processing rates in effect set by the Institute.
FOR THE SUPERINTENDENT:

James P. Inman
Colonel, US Army (Ret.)
Chief of Staff
DIST: E, Cadets
OPR: Registrar

