Digital Copyright Compliance Policy
Downloading, copying and sharing material, such as music, movies, games, and
applications, for which the copyright holder has not given you rights is both
against the law and Virginia Military Institute's Appropriate Use of VMI
Information Systems Policy ( http://www.vmi.edu/AppropriateUse ).
The Higher Education Opportunity Act (HEOA) also referred to as H.R. 4137, was
signed into law on August 14, 2008. The HEOA primarily addresses obstacles that
make it difficult for qualified students to obtain a college education, but it also
includes specific statements requiring colleges and universities to comply with
digital copyright laws.
This law requires us to take the following steps to deter illegal downloading:
An annual disclosure to Users (cadets, staff, and others granted a VMI
network account) describing copyright law and institute policies related to
violating copyright law.
A plan to "effectively combat" copyright abuse on the campus network using
a "variety of technology-based deterrents"
Provide access to and offer alternatives to illegal downloading

Annual Disclosure
Virginia Military Institute uses the following methods to inform Users about the
law and VMI's response to copyright infringement claims:
At least once per year, all Users are required to take computer security
awareness training which covers copyright compliance and requires the User
to read and accept the Appropriate Use of VMI Information Systems Policy
and this Digital Copyright Compliance Policy.
This Digital Copyright Compliance Policy is published on the VMI web site
at http://www.vmi.edu/DCCP .

Technology Based Deterrents

VMI currently employs bandwidth or packet shaping technology to prioritize
network traffic limiting the amount of bandwidth available to P2P. VMI’s Internet
firewall employs “deep packet inspection” of all traffic and if illegal copyright
material is detected, the data is blocked.

Offer alternatives to illegal file sharing
Legal Music downloads (
http://www.riaa.com/toolsforparents.php?content_selector=legal_music_site
s)
Legal Movie downloads ( http://www.mpaa.org/contentprotection/getmovies-tv-shows )
Copyright Violation Notice
The Recording Industry Association of America (RIAA) and the Motion Picture
Association of America (MPAA) actively notifies Virginia Military Institute of
Users on the network that are offering and/or receiving copyrighted movies or
music recordings for download through peer to peer applications.
Virginia Military Institute takes these reports very seriously and will take steps to
address any infringing activity. Failure to take these actions can potentially result
in liability for the Institute itself. In addition to any Institute-imposed action, any
User engaged in the downloading, uploading, or other unauthorized distribution of
copyrighted materials is potentially at risk of becoming the target of legal action
for copyright infringement. Legal actions in prior years have resulted in thousands
of dollars in fines levied against individuals.
There are several steps taken when notification is received for these illegal
activities. These steps can include loss of network access through the wired and
wireless network, fines being levied against the User, and disciplinary action.
Violations will be reported to the VMI Chief of Staff.
Summary of Civil and Criminal Penalties for Violation of Federal Copyright
Laws

Copyright infringement is the act of exercising, without permission or legal
authority, one or more of the exclusive rights granted to the copyright owner
under section 106 of the Copyright Act (Title 17 of the United States Code).
These rights include the right to reproduce or distribute a copyrighted work.
In the file-sharing context, downloading or uploading substantial parts of a
copyrighted work without authority constitutes an infringement.
Penalties for copyright infringement include civil and criminal penalties. In
general, anyone found liable for civil copyright infringement may be ordered
to pay either actual damages or "statutory" damages affixed at not less than
$750 and not more than $30,000 per work infringed. For "willful"
infringement, a court may award up to $150,000 per work infringed. A court
can, in its discretion, also assess costs and attorneys' fees. For details, see
Title 17, United States Code, Sections 504, 505.
Willful copyright infringement can also result in criminal penalties, including
imprisonment of up to five years and fines of up to $250,000 per offense.
For more information, please see the Web site of the U.S. Copyright Office at
www.copyright.gov , especially their FAQ's at www.copyright.gov/help/faq .

